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Executive Summary

As supulated in Reclamation Mannal (RA) Directive and Standard (DE:5), Infrmation Technology
Lifecycle Manapement (JRM 05-18). repional Information Resonrces Management Conneil (TRIC)
members mmst develop and maintain lifecycle management plans for all IT in their region and the
Information Resonrees Offsce (TRO) IRMC member mmst develop and maintain lifecyele
management plans for all IT in the Washington and Deaver offices. [RMC members mmst ensuce
adequate planning and budgeting occnrs to replace IT prior to reaching the end of its defined
Lifecycle, reaching its end-of-life deadline, or becoming nnsnpported by the developer, vendor, or
mannfactrer. Lifecyele manapement plans mmst be consistent with lifecyeles established in B
Policy, Reclamarion Informeation Mamapement and Techwedogy (IMTI) Porgfolio AManapermens (IRLL PO3).

IT Lifecycle
Management Plan Key Actions

Focus Area

Personal Computers

iPhones and iPads

Telecommunications L
Equipment — Local Area
MNetwork (LAN) and Wide
Area Network [WAN)

Telecommunications

Equipment — Voice

Telecommunications
Equipment — Video

Industrial Control System
(1C5)

Other Information
Technology

‘Warranty Extension
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Section 1: Personal Computers

Beclamation personal computers (PCs), including the PC power cords and docking stations, have a
4-year lifecyele which stasts from the date the property asset is received. Supermisors and TRMC
members mmst ensure PCs older than 4 years are not connected to Burean of Reclamation’s
(Reclamation) network and are disposed of in accordance wath [ER] 08-18 Paragraph 6 E. and
Appendiz C.

1.1 PC Inventory

(Descrbe the method in which the mventory 15 mantained, inclnding the anthoritative sonrces (eg.,
FELMS). Property has created a enstomized inventory repodt as 2 baseline in FEMS, titled FEMS IT
Acconnrable A rser)

1.2 PC Replacements

(Descrbe the identification method and process for replacements each fiscal year)
1.3 IT Investment

(Descobe the methods of bndgetary planning and execution for Lifecycle replacement )
1.4 Risk Management

(Describe and provide mstification for the PCs beyond lifecyels.)

Risk Mitigation Strateqy

1.5 Support Needed
(Describe snpport needed.)
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Section 2: iPhones and iPads

Beclamation iPhones and iPads will have a 3-year lifecycle which starts from the device’s release
date. Snpermsors and IRMC mambers mnst ensnre iPhones and iPads older than 3 years are not
connected to Reclamation’s network and ame disposed of in accordance with IR 08-18

Pacagraph 6 E. and Appeada D
2.1 iPhones and iPads Inventory

(Descobe the method in which the inventory s maintained, inclnding the anthotative sonrces (eg.,
Mobile Dievice Enterprise Management Platform). Costomized mventory seports age available as a
baseline in FEMS, FEMY IT Arronmtable Arrerr, and Mohile Device Enterprise Management

2.2 iPhones and iPads Replacements

(Descrbe the identification method and process for replacements each fiscal year. A Mobile Device
Enterprise Management Flatform repost will be provided to cellnlar points of contact (CPOC) by
the mohile device management team lead )

2.3 IT Investment
(Descrbe the methods of bndgetary planning and execntion for lifecyele replacement )
2.4 Risk Management

rocesses am in to ensure that 5 = do not ar . e
in place that iPhones and iPads do exceed the -year ki le. Drescob
and provide mstification for the iPhones and iPads beyond lifecycle.)

Risk Mitigation Strategy

2.5 Support Needed
(Descabe mppont needed.)
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Section 3: Telecommunications Equipment -
LAN and WAN

Reclamation LAN and WAN equipment will have a 7-year lifecyele which stants from the date the
property asset is received. Supervisors and TRMC members must ensnre LAMN and WAN equipment
older than 7 years is not connected to Beclamation’s netorods and iz disposed of in accordance with

IRM 08-18, Paragraph 6.E.

3.1 LAN and WAN Inventory

{Descabe the method in which the inventory 15 mantained, inclnding the anthostative sonrces (g,
FEBIMS). Property has created a costomized inventory report as 2 baseline in FBMS, titded FEMS IT
Arconmzable A ety

3.2 LAN and WAN Replacements

(Descobe the identification method and process for replacements each fiscal year.)
3.3 IT Investment

(Describe the methods of budgetary planning and execution for lifecycle replacement )
3.4 Risk Management

(Describe and provide justification for the LAN and WAN beyond Lfecyele )

Risk Mitigation Strateqgy

3.5 Support Needed
[Descoibe soppornt needed )
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Section 4: Telecommunications Equipment -

Voice

Reclamation Voice over Internet Protocol equipment will hawe a T-year Lifecycle which stants from
the date the property asset is received. Supervisors and ITRMC members mnst ensnre Vioice
equipment older than 7 years is not connected to Reclamation™s netwrodk and is dispozed of in
accordance with JEM 0615 Pamagraph 6. E.

4.1 Voice Inventory

{Descabe the method in which the inventory 15 mantained, inclnding the anthostative sonrces (g,
FEBIMS). Property has created a costomized inventory report as 2 baseline in FBMS, titded FEMS IT
Arconmzable A ety

4.2 Voice Replacements

(Descobe the identification method and process for replacements each fiscal year.)
4.3 IT Investment

(Describe the methods of budgetary planning and execution for lifecycle replacement )
4.4 Risk Management

(Desenbe and provide mstification for Vioice equipment bevond lifecycle )

Risk Mitigation Strateqgy

4.5 Support Needed
[Descoibe soppornt needed )
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Section 5: Telecommunications Equipment -
Video

Reclamation Video equipment will have a 5-year hifecyele which starts from the date the property
asset 15 received. Supervisors and IRMC members must ensnge Video equipment older than 5 years
is not connected to Reclamation’s network and 1= disposed of in accordance with TRAL 08-18,

Paragraph 6 E.
5.1 Video Inventory
{Descabe the method in which the inventory 15 mantained, inclnding the anthostative sonrces (g,

FEBIMS). Property has created a costomized inventory report as 2 baseline in FBMS, titded FEMS IT
Arconmzable A ety

5.2 Video Replacements

(Descobe the identification method and process for replacements each fiscal year.)
5.3 IT Investment

(Describe the methods of budgetary planning and execution for lifecycle replacement )
5.4 Risk Management

(Desenbe and provide mstification for Video equipment beyond lifecyele )

Risk Mitigation Strateqgy

5.5 Support Needed
[Descoibe soppornt needed )
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Section 6: Industrial Control Systems

Indnstrial Control Systems (ICS) must be evaluated anomally to identify hardwase and software
compaonents that are neaning end-of-life and prowmide snfficient time to plan for npgrades or
replacements. The evaluation must consider the availabiity of vendor or mannfacmzer snpport and
the availabiity of compatible consumahble parts, along with the effectrve fanctionality of the ICS.
IFMC members and System Cromers mmst ensure adequate planning and budgeting ocenrs to
continmously snpport ICS and all associated ICS-specific hardware, sofreace, and fienrwrace. ICS-
specific hardware, softorare, and firnrorare inchedes bot 1= not limsted to computers, servers, remote
terminal waits (Le., RTUs), Programmable Logic Controllers (e, PLCs), radios, antennas,

modems /converters, hnman machine interfaces {ie., HMIs), nnidirectional gateways, displays, and
remote processing naits (Le., RPUs). A more detailed list of IMT items considered to be ICS-specific
can be found on the Intranet IMT Storefront. IRMC members and System Cwners mmst also ensue
unsupported hasdware, softorare and operating systems are npgraded or seplaced to a fully sepported
version in a tmeby fashion TRMC members and System Croners members mmst ensnge nosuppodted
hardwrare is disposed of in accordance with [RA] 05-18 when removed from service.

6.1 ICS Inventory

(Descrbe the method in which the Bonndary Inventory is maintained for all eqnipment inclnded in
the investment, incleding the anthogtative sonrces (eg., Governance Risk and Compliance (GRC)
Toal)).

6.2 ICS Replacements

(Desenbe the identification method and process for replacements each fiscal year based on
evalnations performed within the frequencies defined in IRA 08-10 Pampraph 5.C))

6.3 ICS Investment
(Descrbe the methods of bndgetary planning and execntion for lifecyele replacement )

6.4 Risk Management

(Descobe and provide mstification for the contimed use of nosnpported or end-of-life hardware
and software components. Also identify when an npprade or replacement 15 planned and where the
associated costs are identified in the investment budget )

Risk Mitigation Strategy

6.5 Support Needed
[Descobe sopport needed.)

(681) 06/06/2022 Page B10
SUPERSEDES IRM TRMR-125 (660) 12/4/2020 and minor revisions approved 08/29/2021



IRM 08-18
Appendix B

Reclamation Manual
Directives and Standards

Section 7: Other Information Technology

7.1 Other IT Inventory

(Descabe the method in which the inventory is maintained, inclnding the anthogtative sonrees (g,
FBMS). Property has created a customized inventory reports as a baseline in FEMS, FEMS IT
Arronnrable A rers)

7.2 Other IT Replacements

[Describe the identification method and process for replacements each fiscal year)
7.3 IT Investment

(Descobe the methods of bndgetary planning and execntion for Lifecycle replacement )

7.4 Risk Management
{Describe and provide mstification for the other IT beyond Lfecyele)

Risk Mitigation Strategy

7.5 Support Needed
(Descobe sappont needed.)

(681) 06/06/2022 Page B11
SUPERSEDES IRM TRMR-125 (660) 12/4/2020 and minor revisions approved 08/29/2021



IRM 08-18
Appendix B

Reclamation Manual
Directives and Standards

Section 8: Warranty Extension

Prior to purchasing 3 warranty extension on I'T, snpervisors and IRMC members nmst consnlt with
the Risk Manapement Services Division to ensnse there afe no Secnaity of sUPPOLT 55085

8.1 Warranty Extension Inventory
(Descabe the method in which the inventory, necessitating 3 Warmanty extension, is maintained )
8.2 Risk Management

Describe and provids mstification for the any IT identified in section 8.1 requiring warranty
EXtENSIONS.)

Risk Mitigation Strateqgy

8.3 Support Needed
(Descnbe sappont needed.)
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Acronyms Page (adjust for acronyms used)

Acronym Definition
AAMD Acguisition and Assistance Management Division
ACID Associate Chief Information Officer
ACISO Aszsociate Chief Information Security Officer
BEO Bureau Budget Officer
BCISO Bureau Chief Information Security Officer
BOD Business Decision Documents
BY Budget Year
COM Continuwgus Diagnostics & Mitigation
CFD Chief Financial Officer
CFOC Chief Financial Officer’s Coundil
(o] Chief Information Officer
CIS0 Chief Information Security Officer
CLT Core Leadership Team
CRIC Capital Planning and Investment Control
CSAM Cyber Security Assessment Management
elPIC Electronic Capital Planning and Investment Control System
EQD Enterprise Operations Division
FBMS Financial Business Management System
FISMA Federal Information Security Management Act
FITARA Federal Information Technology Acquisition Reform Act
ICS Industrial Control System
|EM |BM Endpoint Management
ILCM Integrated Lifecycle Management
IMT Infarmation Management and Technology
IMTLT Information Management and Technology Leadership Team
IMTS5D Infarmation Management and Technology Service Strategy Division
IRBAL Information Resources Business Advisory Council
|RMC Information Resources Management Coundil
1RO Information Resources Office
1550 Information System Security Officer
M50 Mission Support Organization
PAB Paolicy, Administration and Budget
RDs Regional Directors
RISSM Regional Information Systemn Security Managers
RMSD Risk Management Services Division
RLT Redamation Leadership Team
SCADA Supervisory Control and Data Acguisition
SLAs Senvice Level Agreements
S0Ps Standard Operating Procedures
WBS ‘Work Breakdown Structure
WCF ‘Working Capital Fund
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IT Management
Plan Focus Area

Milestone

Milestone
Lead

Action f Task

Target Due
Date

Personal Computers

iPhones and iPads

Telecommunications
Equipment — LAM and
WAN

Telecommunications
Equipment — Vaice

Telecommunications
Equipment — Video

IC5

Other Information
Technology

‘Warranty Extension
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