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BUREAU OF RECLAMATION
P.O. Box 25007
Denver, CO 80225-0007
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VIA ELECTRONIC MAIL ONLY

Memorandum
To: All Reclamation Emplovees

Digitally signed by DIANA,
Through: Diana M. Terrell DIANA TERRELL

Date: 2022.05.26

Head of the Contracting Activity TERRELL 14.40:58 -0800"
KARLA glgil:_agsigned by KARLA,

From: Karla I. Smiley S 2 W
Associate Chief Information Officer SMILEY 112721 0600
Subject: Information Management and Technology (IMT) Procurement Procedures and Approvals —

Reclamation IMT Circular 18-01 Version 4

A. Purpose: The purpose of this memorandum is to revise and replace IMT Circular 18-01, Version 3 by updating
the procedures and required approvals for all IMT procurement requirements to comply with Federal and
Department of the Interior regulations and policies.

B. Effective Date: Upon issuance
C. Expiration Date: Until superseded

D. Background/Summary of Changes: This IMT Circular 18-01 supersedes all previous Bureau of Reclamation
(Reclamation) IMT procurement procedures and updates and replaces IMT Circular 18-01, Version 3 (October
13, 2021).

The significant revisions from IMT Circular 18-01, Version 3 are as follows:

1. Moved iPads from the process in Section H.1. for “Desktops, Laptops, and iPad Tablets, and Servers”
to Section H.4. for “Cellular Devices (Phones and iPad Tablets), Service, Repairs, and Apps”™
since all iPads will be purchased with cellular service and through Reclamation’s local authorized
cellular buyers.

2. Simplified Section H.5. Headphones/Headsets.

Inserted new Section H.6. to address webcams.
4. Revised Sections H.7.b.(iii) and (iv) to reference “recurring purchase™ instead of “software
subscription/licenses” to be consistent with the revisions made to the forms.

b

E. Authorities: Federal Information Technology Acquisition Reform Act (FITARA) and Departmental Manual,
Part 212, Chapter 24.

(681) 06/06/2022 Page A1
SUPERSEDES IRM TRMR-125 (660) 12/4/2020 and minor revisions approved 08/29/2021



IRM 08-18
Appendix A

Reclamation Manual
Directives and Standards

F. Definitions:

1. Associate Chief Information Officer (ACIO) Approval — Approval by the ACIO or their delegate(s)
(who mmst report to the ACIO erther directly or through a direct reporting chain.

2. Audw Visual (AV) — Sound and video components, to nchede lrve broadeast, web streaming,

person-to-person commumication, and video teleconferencing, that are used in the routine conduet of
hmnﬁsn.dupﬂahms

3. AV Equpment - Any type of hardware components nsed within the AV mdustry but not lmited to-
monitors, Interactive momitors, inferactive whiteboards, projectors, cameras, transmatters, recervers,
conirollers, switches, surge protectors, power supplies, assistve hstemng systems, lectern, document
camera, room computer, thin chent, touch panels, Voice over Internet Protocol (VelP) phones,
wireless components and networks, DVE, Bluray players, amps, speakers, merophones, audio
components, connectors, cable adaptors, mmlt-media related firmytwre, carts, racks and related
products, table boxes, AV back boxes, monitor mounts, cables. fiber optics, video teleconferencing
(VTC), raised flooning, and software that operates the components.

4. Finanmal and Business Management System (FBMS) Information Technology (IT) Purchase
Request (PR) Approver — The ACIO or an employvee m the direct hine of supervision of the ACIO
who is designated to approve PRs in FEMS for IMT requirements.

5. FBMS Radio PR Approver — The ACIO or an employee in the direct line of superision of the

ACTO who 1= designated to approve FRs mm FBMS for mdio equipment requirements.

Hardware — General term for the phy=ical components of an information system

IMT — Defined in IRM TEMRE-97, Information Management and Tectmology (IMT) Program.

IMT Micro-Purchase IMT Area Office Approver — An employee who 1s designated by the megional

IMT manager that performs IMT area office approval on IMT micro- purchase requests.

9. IMT Micro-Purchase IMT Eegional Office Approver — An emplovee who 15 designated by the
regtonal IMT manager that performs IMT regional office approval on IMT micro-purchase requests.

10. IMT Micro-Purchase Radio Approver — The Reclamation Radio Liaison who 15 designated by the
ACTO that performs approval on IMT mcro-purchase requests for radio equipment requirements.

11. IMT Micro-Purchase Supervisor Approver — A supervisor of the program office from where an TMT
micre-purchase request onginates.

12, IMT Acqmmition Cadre — The IMT Acqmsihon Cadre consists of the Denver Office Acqumsihon
Operatons Branch (AQE) staff along with designated regional acqusition staff whose IMT
procurements are coordmated and overseen by the Denver Office Chuef of the Contracting Office
(CCO).

13. Industnal Control System (ICS) — General term that encompasses several types of contrel systems,
meluding supervisory control and data acquwsthion (SCADA) systems, distnbuted control systems
(DCS), and other control system confimratons such as Programmable Logic Controllers (PLC)
often found m the indusinal sectors and enfical infrastruchures. An ICS consists of combmations of
control components (e g, electrical mechamcal bydrauhe pneumatic) that act together to acheve
an industnal objective (e.z., manufachng, transportation of matter or energy).

14. Machipe-to-Machine (M2M) commumeations — General term for automated data transmis=sion and
measurement between mechamcal or electromic devices. The key components of an MM system are
field-deploved wireless devices with embedded sensors or RFID-Wireless commumication networks.
with complementary wirehme access mmcludes, but 15 not mited to cellular commumication, Wi-Fi,
ZigBee WiMAY wireless LAN (WLAMN), genenic DSL (xD5L) and fiber to the x (FTTx).

15. Major Acqusibon — Defined by the Office of Management and Budget (OMB) and the Department
of the Intenior (Department) as follows.

OMB Circular A-11, Part 7 defines major acqusitions as capital assets that requre special
management attention becanse of their importance to the agency mission; high development,
operating, or mainfenance costs; high nsk: high retumn; or their significant role m the admimstration
of agency programs, finances, property, or other resources.

m;
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The Diepartment further defines major IT mvestments as those that meet at least one of the followmg

a. IT investments previously reported to OMB as major IT investments unless approved by the
Department for non-major categornzation or decommissioning,

b. 550 annual cost or = $35M hfecycle cost;

Importance to the mission or significant role in admimstrafion of programs, finances, property,

or other resources;

Infegral part of the Depariment’s Enferprise Roadmap;

Mandated by legislation or Executive Order, or identified by the Secretary as cnhical;

Greater than $1M development, modernization, and enhancement (DME) in the current fiscal

n

Mmoo

year,

High rizk as deternined by OMB, General Accountability Office (GAO), Congress and/or the

Choef Information Officer (CIO); or
h E-Government, Departmental, cross-cuttingEnterprize-wide (across more than one office or

bureau).

16. Micro-Purchase Threshold — Defined in Federal Acquisition Regulation (FAR) 2.101.

17. Radio Equpment — Including but not limited to HF, VHF, UHF, microwave, SCADA  Hydromet,
Geographic Information, and Land Mobile Radio (LME) systems related to Law Enforcement,
Secunty, and Dam Safety purchases.

18. Bemonal ICS Program Manager — An employee 1dentified by the region who 15 notified upon IMT
mucre-purchase supervisor approval on IMT mucro-purchase requests for ICS equirements.

19. Software — General term for the vanous kinds of programs, instructions and associated data that may
be dynamically wnitten or modified durnng execution.

@

G. IMT Work Breakdown Structures (WBS): All IMT acqusition requirements must be charged to an IT
investment WEBS. See Reclamation Mamal Directrve and Standard, Administrative Cost Tracking:
Information Management and Teckmology (IMT) Cost Tracking in the Financial and Businezs Management
System (FBMS) (IRM 03-02).

H. IMT Procurement Procedures and Approvals: The dollar value and commodity tvpe of an IMT
acquisition requirement defermmne the required procedures and approvals. The request and purchase process
for all IMT requirements (other than Cellular Devices (Phones and 1Pad Tablets), Service, Repamrs, and
Apps in Section H4) is described in Section H 7. Unique or addibonal requirements apply to specific
commodhties as follows: Desktops, Laptops, and Servers (Section H.1); Audio Visual Eequrements
(Section H 2}, Radio Equpment (Section H.3.); Cellular Devices (Phones and iPad Tablets), Service,
Fepairs, and Apps (Section H.4); and Headphones/Headsets (Section H.5), and Webeams (Section H 6.).

See Sechion I. for addihonal procedures that are reqmured for requirements that are bagh dollar; meet the
definibon of a major acqusition; or result in a mpmificant change to the nformation or ICS, environment of
operation, or securnity poshure, regardless of categorization.

See Section J. when emergency or wgent corcumstances arise above the micro-purchase threshold.

1. Desktops, Laptops, and Servers
Al requirements for desktops, laptops, and servers (regardless of dollar amount) must adhere to the
followmng procedures:
a. Deskiops and Laptops
Al requuirements for desktops and laptops must follow the process under Section H.7 2.,
regardless gf dollar amount. In addition, only standard confimuration desktops and laptops may
be requested and purchased unless a warver 1s completed and approved. If such a waiver

(681) 06/06/2022 Page A3
SUPERSEDES IRM TRMR-125 (660) 12/4/2020 and minor revisions approved 08/29/2021



IRM 08-18
Appendix A

Reclamation Manual
Directives and Standards

15 necessary, then i1t mmst address why none of the standard confipurations meet the business
need A template for the waiver 15 available on the IMT Storefront. The waiver must have
ACTO approval prior to submitimg the Prehminary PR

b. Serverz
All requirements for servers must follow the process under Section H 7 a., regardiess gf
dollar amournt.

2. Awndio Vizual Requirements

To ensure consistency and operational compatibility of AV serace across Reclamation and to

strategically source AV supplies and services, an Indefimite- Delivery Indefinite-Cuantity (TDIC)

contract was awarded with a pencd of performance of Japuary 1, 2018, through December 31,

2024, that provides for AV System Design, Installabion, Training, Operation and Mamtenance

(O&M), Consulting, Event Services, and Equipment. Therefore, requirements for any AV supplies

and services regardless of dollar amoumt and regardiess gf location must adhere to the following

procedures:

a. The most comrent version of the AV IDIQ) Ordenng Gude must be followed. It 1= posted the
Ome Stop Shop’s Catepory Management page

b. AV requirements must be coordinated with the AV IDIQ contract’s contracting officer’s
representative (COR)L

c. Regquements for VIC equpment and penipherals may cnly be fulfilled with the makes and
models that have been identified by the AV IDIQ) confractor and accepted by the AV IDIQ
COF. as compatible. Deviations from such makes and models must be approved by the ACTO

d  Otherwise, the request and acquisition process will follow the procedures in Section H 7.

3. Eadio Equipment
To venfy spectrum availabibify (a Badio Frequency Authonzation (RFA) exasts or has been
obtamed) and that the requested equipment is comphant, all radio equipment acquisition
requirements regardless of dellar amount must include a completed Request for Approval to

Purchase Badio Wireless Equipment (available on the DT Storefropt). For questons, contact your
regional radio representative.

The IMT Acquwsthon Cadre will make the award uhh=ing the Department’s enterprise contract. If
the enterprise contract cannot be used to fulfill the requirement, other sources/contract velucles wall
be considered accompamied by 3 warver (available on the IMT Storefront) from the Burean Radio
Program Manager.

The request and acqusihon process will follow the procedures in Sechon H.7.

4. Cellular Devices (Phones and iPad Tableis), Service, Repairs, and Apps

All requirements for ordernng newreplacement cellular devices, ordenmg new or changes to

existing wireless commumcaton services, obtaimng repairs to devices, and purchasing apps with

the exception of MM cellular devices must adhere to the following procedures. M2M cellular

devices must adhere to the ICS mucro-purchasmg procedures.

a. NewBeplacement Devices and New or Changes to Service (Cellular Phones, iPads,
Hotspots, Air-Cards, ete.)
Employees requeshing new/replacement cellular devices and new or changes (including
cancellahon) to wireless commumication services must contzct their local authonzed cellnlar
buyer. A list of local authorized cellular buyers 1s available on the IMT Storefront.
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b. Cellular Device Repairs
Repairs to cellular devices nmst be coordinated throngh the supervisor and the local authonzed
cellilar buyer. Only the local authornzed cellular bayer may nse the Government purchass card
for repairs. A list of local authonzed cellalar buyers 15 available on the IMT Storefront.
Othernise, repairs may be rermbursed through the use of an Optonal Form (OF)-1164 Claim
Jor Reimbursement for Expendituras on Official Business.

c. Apps
The Cellular Rules of Behavior mclude information for the Apple ID setup and nsage. In this
section, it specifically states that Government charge cards are prolubited from bemg uhlized
for the creation of Apple accounts. Reimbursement for work-related downloads/apps may be
requested through the superisor. An OF-1164 Claim for Reimbursement for Expenditures on
Official Business must be completed. If an emplovee’s Apple ID 15 curently connected to a
Government charge card, immediately replace it with a personal credit card. Gift cards
(1Tunesz) shall not be purchased with a Government charge card; however, if an emploves does
not have a personal credit card, then purchasing an 1Tunes zift card with personal fimds and
submatimg a claim for rermbursement of work-related purchases would be acceptable when
approved by a supervisor.

5. HeadphonesHeadsets
All beadphone'headset requests must go through the IMT Acqmsition Cadre. Eefor to Information
Eesource Office’s (TRO’s) Enferprise Voice Team SharePoint for the approved beadphones/headsets.
The request and acqusihon process will follow the procedures m Section H.7.

6. Webcams

Al webeam requests must go through the IMT Acquisihon Cadre. Refer to the approved Webegm: page
on the IMT Storefront. The request and acquisthon process will follow the procedures i Section H.7.

7. Regquest and Purchaze Process for all IMT other than Cellular Devices, Service, Repairs, and
Appz
a. Above the Micro-Purchase Threshold and for Dieskiops, Laptops, and Servers

L The requesting office mmst subnut a Preliminary PR with the Purchasing
Group/Issuing Office as B21 - Denver Office AAOB through the Preliminary PR
SharePoint.

1. A FEMS Purchase Requester will submit a corresponding FBMS PR that will

ire FBMS IT or FBMS radio approval (determuined by the PR’s FBMS User
Product Code (UPC)) where such approval may cnly be by the ACIO or their
designees. For those PRs requiring FEMS (non-radio) IT al:prm'a],FBMSTI'
Approvers will neither approve nor reject a PR unfil receiving an email
recommending approval or rejection from the respective regional Information
Fesources Management Council (TRMC) member (or designee). Even when the
regional IRMC member recommends approval of a PR for (non-radio) IMT
requirements, the FBMS IT PE. Approver may reject. In those cases, the FBMS IT
PR Approver will call/email the regional IRMC member to discuss the reason for
rejection and any possible altermatives.

11 The IMT Acqusition Cadre will make and administer the resultmg award. (ICS
requirements, including ICS-related M2M technologies, will typically be awarded
and administered by designated IMT Acquisition Cadre staff in the respective
regional acquisition office )
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b. At or Below the Micro-Purchase Threshold (excluding Desktops, Laptops, and Servers)

1L The requesting office mmst submit an IMT Micro-Purchase Fequest Form through
the IMT Micro-Purchase SharePoint. (See the IMT Micro-Purchase ShareFoint
home page for detained instructions and conditions.)

1. Unless the IMT Micro-Purchase Regquest Form is for a Manual Entry for Previous
Purchase or Emergency Purchase (see Section H.7.b.ov. below for when these request
forms may be used), IMT Micro-Purchase Request Forms will require approvals by
thgfu]lmugpenmne]andmggutheﬁjﬂmmgmmﬂumﬁmhum

IMT Micro-Purchase Supervisor Approver.

2. Upon requester submission, regional budget and'or any other staff designated have the
ophion of recerving a FY1 emanl nobfication.

3. Upon requester submission, if the requirement 15 identified as ICS applicable by the
requester, the reguonal ICS program manager and/or other designated staff will recerve
an email notification If the regional ICS program manager {or designee) objects to the
requirement, the remonal ICS program manager (or designes) must notify the Regional
Office IMT Approver within 24 hours of recening the email notification

4. IMT Micro-Purchase IMT Area Office Approver (ot appheable for requirements that
ongnate from a regional office or the Denver Office).

5. IMT Micro-Purchase IMT Eegional Office Approver.

G. Eﬂnmqmmntﬁﬁrmdmeqummﬂhﬁ:m—mem.&ppmu

Purchase, Mamual Entry for Previous Purchase, and Emergency Purchase forms (see

Sections H.7 b.iv. and v. below for when these request forms may be used).

. Recurring Purchase forms must only be submitted when the request is for the
purchase of recurning software subscriptions/licenses, telecommunication services,
or internet services including mternet services bundled with cable/satellite TV
service (but not requirements exclusively for cable/satellite TV service which would
not be considered IMT by itself). After all approvals (Supervisor and IMT Regional
(and IMT Area if applicable)) have been obtained on the form instead of the form
being assigned to an IMT Acqusition Cadre Micro-Purchaser to purchase, an email
will be sent to the requester and the program office micro-purchaser (cardholder)
entered on the form that the program office micro-purchaser may proceed with
making the purchase on therr own Government purchase card. The program office
micro-purchaser nmst reference the IMT Micro-Purchase form number along with a
notation that such an exception applied in their charge card log.

v. Mammal Entry for Previous Purchase and Emergency Purchase forms mmst only be
submitted when the circumstances below exist and must be submitted within
2 business days or as soon as practical after the purchase ocours and documented
with the circumstances. The program office micro-purchaser mmst reference the IMT
Micro-Purchase form mumber along with a notation that such an exception applied in
their charge card log.

1. Manual Entry for Previous Purchase forms pmst only be suboutted when an IMT
purchase must be made by a program office micro-purchaser when a purchase
transachon 15 only possible in-person. a vendor will only accept a convemence check,
or after coordmating with a Purchase Line Card Coordmator (PLCC) to record a
diseovered, previcusly made transaction outside the IMT micro-purchase process.

2. Every effort will be made by the IMT Acqusthon Cadre micro-purchaser to make a
purchase within 24 howrs (excluding weeskends and Faderal hobdays) of recerming a
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complete and approved form. This tmeline may be able to be expedited when there 1=
an wgent need by coordinatng with the approvers and the IMT Acqmsition Cadre
mucro-purchaser. Therefore, whenever possible, the requester must attempt to contact
the IMT Acqusition Cadre mocro-purchaser to see 1f wrgent requests can be fulfilled
through the repular process pnior to a program office micro-purchaser purchasing.
Emergency Parchase forms must only be submitted 1f a program office micro-
purchaser mmst make an IMT purchasze due to an emergency or urgent need where not
purchasing immediately would have resulted in sernions impact to the agency/mission.
RO wnll review all forms and follow-up with the requestor if the justification to
suppaort the use of the emergency exception 15 madequate. IR0 will coordinate with the
respective regional IMT manager and semvicing acqmsition office to take amy
necessary corrective action with the program office and cardholder if the use of the
emergency exception 15 abused.

I. Requirements that are High Dollar or Major Acquisidons or Security Related
1. There are certain requrements whach require coordmation and planning through the ACIO s office
prior to purchasing. Such requirements includs:

a. Any requirement that has an estimated value equal to or greater than §1,000,000;

b. Any requirement defined as a “Major Acquisiton:™ or

C. Any requirement or change that 15 hkely to substantrrely affect the secunty or privacy posture
ufaqwmmmﬂfmmﬂnskmhdmhnnsmmmdn&ng
L Any change to a system that results in a change to the security categorization;

1. Major system upgrade or replacement; or
1. New system (Cloud-Based, ICS or Enterprise).
2. These requrements must adhere to the following procedures:

a. For ICS requirements, ensure that ICS Cyvbersecunty Procurement [anguage on the JCS
Secunty Intranet page 15 included in the requrements document!statement of work as
appropriate.

b. Complete an IMT High Dellar, Major Acqmsition, or Security Related Clearance form
(available via the IMT Storefront) and include the signed clearance with the Standard Purchase
Bequisition Package Checkhst (available via the Oge Stop Shop through the Acquisition
Regional Customer Service Centers).

c. Atths ACTO's or thew acting s/dasignee’s discretion, a3 “Requmements and Schertation
Planming™ meeting will be held prior to cormmencing the standard zequsition process. The
purpose of the meshing 15 to ensure FITAR A and Reclamation IMT objectives are met by
reviewmg the requrements/staternent of work, reviewing the techmeal evaluation plan, and
dentifying the Technical PmporsalEﬁlnahmlEcmmﬂee{TPEE}mﬂnbas Participants at the
mesting nmst inchide techmeal pomt-of- contact(s), acquisthon staff, and the ACTIO or their

d. Atthe ACTOs or their acting*s/designee’s discretion, a “Source Salection Advisory Couneil”
will be convensd pnor to award. The purpose of the Council 15 o ensure FITARA and
Reclamation IMT objectives are met by analyzing and validating the TPEC report and by
makmg an award recommendation. Council participants must consist of the ACID or thear
acting/designee and any semor [RQ) managers identified by the ACIO (none of whom have
served as a TPEC member for the subject award).

J. Emergency Procurements
Al TMT procurements above the micro-purchase threshold (see Section H 7 bov. for procurements at or
below the mucro-purchase threshold) deemed as an emergency or wrgent {senous impact to the
agency/mission) by a Director {or their designes) may bypass the IMT Acqmsihen Strategy Plan process
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approvals pror to the procurement being imtiated However, the ACIO (or their achng) must be notified
within 48 bowrs, and the IMT Acqusifion Strategy Plan process mmst be mitiated and subootted within
10 business days of the procurement mmitiation.

K. Point-of-Contacts

For additional information. contact the Manager, IMT Service Stratezy Division, IRO at (303) 241.9547
or the CCO, IMT Acquisition Cadre at (303) 445-2529.

For the hearing impaired, please call the Federal Relay System at (800) 877-8339 (TTY).
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