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MEMORANDUM
To: Commissioner

Attention: W-1100
Regional Director, PN, MP, LC, UC, GP
Attention: PN-7600, MP-3700, LC-3300, UC-910, GP-3800

From: Kathy E. Gordon
Director, Management Services

Subject:  Policies on Limited Personal Use of Government Office Equipment
and Telephone Use

Attached is the policy on limited personal use of Government office equipment and library
collections. This policy provides employees with the opportunity to use Government office
equipment and library collections for some personal purposes during non-duty time.

Prior to implementing this policy, local management must fulfill its labor-management obligations
with its employees’ exclusive bargaining representative(s) as appropriate, paying particular
attention to any applicable collective bargaining agreement containing language on the use of
equipment and technology. If an existing agreement contains language regarding the use of
equipment or technology, that agreement prevails over this policy. ..

To ensure consistent implementation and fairness to all Reclamation employees, the only deviation
from the policy as written will be if an existing bargaining agreement contains provisions on
equipment and telephone use which differ from the Department's policy. Please notify this office,
attention D-7910, of any variances due to bargaining agreement language.

Also, provide your strategy to comply with the attached policies when the collective bargaining
agreement comes up for renegotiation.

Please ensure these policies are implemented throughout your region/office as quickly as possible,
ensuring labor-management obligations are fulfilled at all locations. Please ensure all employees
receive a copy of your implementation guidance and a copy of this memorandum and its
attachments.


http:PRM-l.l0

Not addressed in the policy is the issue of damage to office equipment during personal use.
Reclamation’s policy is to follow the same regulations as other Government property damage. A
Report of Survey or other documentation is required. Financial liability will be determined, as
necessary, by a Board of Survey or Survey Officer.

If you have questions regarding personal use of Government office equipment, please contact
Rayleen Cruz, Property and Office Services, at 303-445-2023. If you have questions regarding
labor-management obligations or penalties for misuse/abuse, please contact Jim Weeks,
Assistant Director, Human Resources, at 303-445-2637.

Attachment

cc. Regional Directors, PN, MP, LC, UC,GP
Attention: PN-7400, MP-500, LC-5000, UC-500, GP-3500
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JUN 1 4, 2000
MEMORANDUM
TO:

Solicitor

Inspector General
Assistant Secretaries
Bureau and Office Heads

. John Becry /B/\,\
FROM: Assistant Secref - Poli%md Budget

SUBJECT: POLICIES ON YIMITED USE'OF GOVERNMENT EQUIPMENT
AND TELEP NE USE

Attached is the Department's new limited use policy concerning personal use of office equipment
and library collections. This policy provides employees with the opportunity to use Government
office equipment and library collections for some personal purposes during non-duty time.
Employees continue to have a duty to protect and conserve Government property and shall not use
such property, or allow its use, for other than authorized purposes. Limited personal use of certain
office equipment (described in the policy) is authorized as long as it occurs on hon-duty time, does
not interfere with official business, is not a commercial gain activity or otherwise prohibited, is of
negligible expense, and is used in compliance with the attached policy. These limited personal
uses, as set out in this policy, are “authorized uses” of Government property under 5 CFR
2635.101(b)(9) and 2635.704(a), and will be included in Chapter 410 of the Departmental Manual.

This policy:

e incorporates the principles of-the Department's current Internet Accedptable Use policy,
which allows employees to use the Internet during non-duty time to develop or enhance
search and retrieval skills if the use of the Internet will not cost the Government an
additional fee, will not strain resources or reduce productivity, and will not bring discredit
on the Department of the Interior. See the Intern-et Acceptable Use Policy (IRM Bulletin
1997-00, available on DOI home page, http://www.doi.gov/oirm/bulletins).

e allows limited point-to-point (not broadcast transmissions or mass mailings) e-mail
transmissions urm? non-duty time for personal use. Broadcast transmissions and mass
mailings are generally prohibited because they can result in decreased storage space and
other problems that can increase the cost of operating the Government system.
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Managers can place additional restrictions on the use of Government property for personal
purposes only for instances of abuse of this policy or in order to meet management needs and
mission objectives. Managers should strive to apply this policy consistently and fairly among all
employees and should make any limits on the application of this policy clear to their employees.

The Department is responsible for fostering high ethical standards for employees, and for
strengthening the public’s confidence that the Government’s business is conducted with
impartiality and integrity. Therefore, employees are to use this limited authorization judiciously
and appropriately and should check with their supervisors if they have any questions about the
application of this policy.

We live in an era of rapidly changing technology. It is my hope that this policy will assist
employees to improve their skills in our ever-changing work environment. | trust this new
erbellllty will help our employees to be more productive and enhance the quality of their
workplace.

Also attached is the Department’s Telephone Use Policy, which will be issued as an Information
Resources Management Bulletin. This policy allows employees to use Government-provided
communications equipment and service for official business, and for personal calls during duty
hours that are necessary and in the interest of the Government. Personal calls made during duty
hours must not adversely affect the performance of an employee’s official duties or the
organization’s work performance, and must be of reasonable duration and frequency.

Penalties for misuse or abuse related to these policies will be in accordance with the U.S.
Department of the Interior Handbook on Charges and Penalty Selection for Disciplinary and
Adverse Actions. Selection of the penalty should be the least severe penalty necessary to correct
misconduct and to discourage repetition. However, it is important to note that the supervisor
retains full authority to set penalties as he/she deems appropriate based on the particular
circumstances of the offense. Corrective action covers a full range of remedies which may include
oral and/or written warnings or re?rimands, suspension without pay, or removal from Federal
service. In the case of a serious offense where a formal action may be taken, supervisors should
consult with their Human Resources office immediately.

Iftyou should have any questions or need clarification of this policy, your staff may contact the
Office of Acquisition and Property Management, Terri Barry on (202) 208-4328, e-mail at
teresa_varry@os.doi.gov, or Chris MacArthur on (202) 208-6649, e-mail at
chris_macarthur@os.doi.gov. If you should have questions or need clarification on the application
of this policy, please contact Departmental Ethics Office, TJ Sullivan on (202) 208-7960, e-mail at
tj sullivan(q%)/ios.doi.qov.

Attachments
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/S/ John Berry

Assistant Secretary -

Policy, Management and Budget
June 14, 2000

Department of the Interior (DOI) Policy on
Limited Personal Use of Government Office Equipment

1. Definitions:
Broadcast Transmission is a message or e-mail note sent at once from a single user to many users and/or sites.

Commercial gain activity is defined as any activity involving or relating to buying, selling, advertising,
leasing, or exchanging products or services for anyone's personal profit or gain. It includes day trading and
buying or selling real estate for commercial purposes.

Limited personal use means activity that is conducted for purposes other than accomplishing official or
otherwise authorized activities, and that does not adversely affect the employee's job performance and is
further defined for each kind of equipment in section 2a thru section 2e.

Negligible is an amount sufficiently small that the quantity or cost may be disregarded.

Non-duty time is time when the employee is not expected to be performing official business. To the extent
permitted by this policy, employees may, for example, use Government office equipment during their own
off-duty hours such as before or after a workday (subject to local office hours), lunch periods, authorized
breaks, weekends or holidays (if their duty station is normally available them at such times).

2. Limited Personal Use of Government Office Equipment: Employees may use Government office equipment only
for official business or as otherwise authorized by the Government. This policy authorizes limited personal use of
certain Government property as long as it occurs on non-duty time; does not interfere with official business, is not a
commercial gain activity or is otherwise prohibited, and the expense to the Government is negligible.

Managers may place additional restrictions on the use of Government property for personal purposes only for instances
of abuse of this policy or in order to meet management needs and mission objectives.

Prior to adopting and/or implementing this policy, local management must fulfill its labor-management obligations
with their employees' exclusive-bargaining representative(s) as appropriate, paying particular attention to any
applicable collective bargaining agreement containing language on the use of equipment and technology. Such
language prevails over this policy until such time as the contract provides that this policy applies or other language
concerning these issues is agreed to by the parties.

E-mail messages (and other electronic information) are Government resources that may be covered by the Federal.
Records Act arid/or Freedom of Information/Privacy Acts. Employees

have no expectation of privacy in these communications resources (e.g., e-mail, faxes, Internet, cell phones, or
computers). By use of Government resources for personal purposes, employee consent to monitoring and recording
with or without cause is implied.

The following limited personal uses of Government office and library collections are hereby authorized for all
employees. Supervisors should be consulted prior to any personal use of government office equipment if there is any
question whether such use is appropriate under the terms of this policy.

a. Office Equipment: Employees on Don-duty time are allowed limited use of office equipment for personal
uses that involve only negligible expense to the Government (such as electricity, sheets of paper, ink, and
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ordinary wear and tear) and do not interfere with official business. For purposes of this policy, office
equipment includes copy machines, computers, printers, and fax machines. Copy machines, fax machines,
and printers are for official business; however, personal use of less than ten pages per week is permissible on
occasion. See section 6 for equipment prohibited from personal use by this policy.

Loading personally-owned software (such as tax preparation programs, computer games, etc.) on Government
machines is prohibited. Color copiers and color printers when used to print in color, are excluded from this
policy at this time due to high associated costs. Employees may not use official stationery, envelopes, or
postage for personal purposes under any circumstances.

b. Telephones, including Cellular Phones: This policy does not apply to personal use of telephones. Such
use is covered by the DOI Telephone Use Policy.

c. Internet: Employees on non-duty time are allowed to use the Internet for personal use as set forth in
accordance with the Internet Acceptable Use Policy (IRM Bulletin 1997-001, available on DOI home page,
http://www.doi.gov/orim/bulletins). Except as prohibited by this policy, employees are allowed to make some
personal purchases through the Internet, but only during non-duty time. When making such purchases,
however, employees must have the purchases sent to a non-Government address. Purchasing activities that
are prohibited, and restrictions on "push” technology and using the Internet as a radio or music player, are
listed in the section this policy entitled Improper Use of Government Office Equipment (Section 3).

d. E-mail: Employees on non-duty time are allowed to use Government e-mail systems and computers for
limited personal use with the following restrictions:

(1) The cost to the Government for the personal use of e-mail must be negligible. Personal use of e-
mail also must not cause congestion, delay or disruption of service to any Government system or
equipment; e.g., by transmitting large attachments. Employees must follow guidance provided by
their Bureau or Office Systems Administrator. .

(2) Employees may use e-mail for personal point-to-point electronic transmissions or personal
transmissions not to exceed 5 addresses per e-mail both as employee-generated personal messages
and in response to personal messages received by the employee. Broadcast transmissions, mass
mailings or bulletin boards for personal use are prohibited unless specifically 'authorized by the
Bureau or Office Systems Administrator.

(3) Employees using e-mail for personal purposes must not represent themselves as acting in an
official capacity.

(4) Employees are reminded to use caution when personal purposes, particularly when "registering"
in the employee receiving unwanted e-mail which in turn could strain the DOI network resources
with increased e-mail traffic.

e. Library collections: Employees on non-duty time are allowed to use DOI library collections, such as
books, microfiche, newspapers and other materials, for personal purposes.

3. Improper Use or Government Office Equipment: Unauthorized or improper use of Government office equipment
could result in disciplinary or adverse personnel action, as described in the DOI Personnel Handbook on Charges and
Penalty Selection for Disciplinary and Adverse Actions, or loss of use or limitation on Use of. equipment, criminal
penalties, and/or employees being held financially liable for the cost of improper use.

a. Employees are prohibited from using government office equipment and e-mail for personal uses except as
authorized by this policy.
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b. Employees are prohibited from using Government office equipment, at any time, for activities that are
illegal; e.g., gambling (5 CFR 735.201), or that are inappropriate or offensive to co-workers or the public,
such as the use of sexually explicit material or material or-remarks that ridicule others on the basis of race
creed. religion, color, sex, disability, age, national origin or sexual orientation. '

c. Employees are prohibited from using Government office equipment at any time for any outside fund-
raising activity, endorsing any product or service, participating in any lobbying activity, or engaging in
political activities. Note: Different rules for lobbying and political activity apply to employees appointed by

the_g’resident and confirmed by the Senate. Those employees should consult the DOI Ethics website for
guidance.

d. Employees are prohibited from using Government office equipment at any time to make purchases for
personal commercial gain activity. See definition of commercial gain activity.

e. Employees are not authorized to remove Government property from the office for personal use.

f. Employees are prohibited from using Government-provided access to the Internet to present their
personal views in a way that would lead the public to interpret it as an official Government position. This
includes posting to external news groups, bulletin boards, or other public forums.

g. Employees are prohibited at any time from 'using the Internet as a radio or music player. Such live
stream use of the Internet could strain the DOI network and significantly slow communications, inhibiting
DOI employees from conducting official business.

h. Employees are prohibited at any time from using "push™ technology on the Internet or other continuous
data streams, unless they are directly associated with the employee's job. Push technology from the
Internet means daily, hourly or continuous updates via the Internet; e.g., news, stock quotes, weather, and
similar information. Continuous data streams could degrade the performance of the entire network.

4. Motor Vehicles! Aircraft/Boats: This policy does not apply to the use of Government motor vehicles or aircraft
(31 U.S.C. 1349(b)), boats, or other means of transportation.

5. Government Charge Cards: Government charge cards absolutely are not to be used for personal use in any
circumstances. (See DOI Integrated Charge Card Guidelines and Bureau Supplements).

6. Government Equipment Not Covered by This Policy: Government equipment excluded from this Limited
Personal Use Policy includes, but is not limited to, the following equipment color copy machines; color printers
when used for color printing, scientific equipment; heavy equipment; photographic equipment; computer projector
equipment (i.e., LCD projectors); scanners; slide projectors; overhead projectors; TVs; VCRs; specialized testing,
measuring or engineering equipment; machine shop tools and equipment; firearms; map reproduction machines;
lawn mowers; chainsaws; and any other similar equipment.

7. Penalties: Disciplinary actions for non-compliance with this policy will be handled in accordance with
Departmental personnel policies and the DOI’s Personnel Handbook on Charges and Penalty Selection for
Disciplinary and Adverse Actions. Selection of the penalty should be the least severe penalty necessary to correct
misconduct and to discourage repetition. However, it is important to note that the supervisor retains full authority to
set penalties as he/she deems appropriate based on the particular circumstances and specifications of the offense.
Corrective action covers a full range of remedies which may include oral and/or written warnings or reprimands,
suspension without pay, or removal from Federal service. In the case of a serious offense where a formal action
may be taken, supervisors should consult with their Human Resources office immediately. .

8. Statutes and Regulations: This policy does not override any statutes or regulations governing the use of specific
Government property.
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9. Conservation of Government Property: In using Government property, employees should be mindful of their
responsibility to protect and conserve such property, and to use official time in an honest effort to perform official
duties. See 5 CFR 2635 101(b)(9), 2635.704(a) and 2635.705(a).

10. Related Authorities:

+ 5 CFR 2635 — Standards of Ethical Conduct for Employees of the Executive Branch

+«» Part 1 of Executive Order 12674 — Implementing Standards of Ethical Conduct for Employees of the
Executive Branch

« 5 CFR 301 - Departmental Regulations — authority to establish regulations for management of the
Department

« 41 CFR 101-35.201 — Telecommunications Management Policy

+« IRM Bulletin 1997-01 — Internet Acceptable Use Policy
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/s/ John Berry

Assistant Secretary -

Policy, Management and Budget
June 14,2000 .

U.S. Department of the Interior
Telephone Use Policy

Purpose

This policy provides guidance on the use of Government-owned, -leased, and -managed telecommunications
systems, cellular telephones, Federal Calling Cards, and pre-paid calling cards. It addresses cost recovery procedures
and other management considerations.

Scope

This policy applies to all Department of the Interior (DOI) employees and covers DOI contractors unless they are
specifically excluded under the terms of their contract.

Background

Regulatory changes in the telecommunications industry have resulted in increased competition and rapid
technological developments. Many telecommunications services and products have improved and are now available
at low costs. These changes have improved administrative efficiency, effectiveness, and ability to meet mission
requirements in remarkable ways. .

Lower per-minute costs for traditional long-distance services have influenced the relaxation of Federal regulations.
The Information Technology Management Reform Act (ITMRA) and the Government Performance and Results Act
(GPRA) have changed the Government's perspective on Information Technology (IT) Management. DOI
Telecommunications management policy, as published in the Departmental Manual, 377 DM 1, Telecommunications
Management, will be updated to include this telephone use policy.

General Principles

Telecommunications services are used to support the mission of the Department. When acquiring
telecommunications resources, managers must consider all viable alternatives and the need and opportunity for inter-
operation and compatibility with public and Government telecommunications systems .and services. When it is cost
effective, bureaus shall share telecommunications systems, services, and facilities with other bureaus and

agencies to the maximum extent practical. Telecommunications support and services shall be provided at a
minimum total cost consistent with requirements for capacity, inter-operability, and reliability.

Telecommunications services and systems are Government resources, and. as such, are to be managed in the most
cost-effective manner possible and in the interest of the Government. DOI managers have flexibility in determining
how this objective can be achieved and may accommodate employee personal needs to the extent they are not
inconsistent with agency needs. Reasonableness and common sense shall be the guiding principles in all situations.

Responsibilities

The Office of Information Resource Management (PIR) is responsible for overseeing and providing guidance for the
acquisition, development, management, and use of information resources Department wide. The PIR
Telecommunications Systems Division develops and implements Department wide telecommunications policies,
standards, and guidelines, and provides assistance to bureaus and offices in the acquisition, operation. and use of
telecommunications facilities and services.
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Telecommunications managers and employee supervisors are responsible for reasonable review of
telecommunications bills, billing exception reports, financial system cost data, and other similar information. To
accomplish this managers and supervisors must define office practices consistent with this guidance, develop
techniques to determine whether telecommunications bills are reasonable and within expected thresholds, and
investigate irregularities when it makes good business and economic sense to do so. Given the relatively low cost of
modem telecommunications services, DOl managers need not perform detailed reviews of bills as long as the criteria
or dollar thresholds are defined where closer scrutiny will occur. The servicing Human Resources Office should be
contacted for assistance in notifying local union representatives of plans to establish local policies and practices, and
for fulfilling any labor relations obligations.

Guidelines
Using Government-Provided Telecommunications Resources:

Employees shall use Government-provided communications equipment and services for official business,
but may make and receive personal calls during duty hours that are necessary .and in the interest of the
Government. Examples of personal calls that are in the interest of the Government are: calls to alert
household members about working late or other schedule changes; calls to make alternative child care
arrangements; calls to talk with doctors, hospital staff, or day care providers; calls to determine the safety of
family or household members, particularly in an emergency; calls to make funeral arrangements; calls to
reach businesses or Government agencies that can only be contacted during work hours; and calls to arrange
emergency repairs to vehicles or residences.

Personal calls made from Government telephones must not adversely affect the performance of employee's
official duties or the organization's work performance; must be of reasonable duration and frequency; and
could not reasonably have been made during non-duty hours.

Employees may make and receive a limited number of purely personal calls during duty hours (purely
personal calls are those determined not to be necessary in the interest of the Government) from Government
telephones when those calls do not incur additional charges to the Government. In making purely personal
calls, employees shall ensure that: all long distance calls are made at their own expense; e.g., charged to
personal calling or credit cards, home telephones, or other non-Government telephone numbers; the calls do
not adversely affect the performance of official duties or the organization's work performance; and the calls
are of reasonable duration and frequency.

Employees may not make purely personal long-distance calls expecting to reimburse the Government later.
Reasonableness Determinations for Telephone Call Duration and Frequency:

Supervisors and managers shall determine whether brief personal telephone calls are of reasonable length,

and in the interest of the Government, based on employees' work schedule, co-worker- needs, office work

demands, length of work day, etc. Personal calls in excess of three times a day, and longer than 10 minutes

each are normally to be considered unreasonable.

Using Government Telecommunications Resources when Traveling:

Official Business Calls: Employees are expected to use Federal Calling Cards or pre-paid calling cards for
long-distance calls while on official travel. Use of cellular telephones is allowable to conduct Government
business while on travel. Supervisors should ensure that Federal Calling Cards or pre-paid calling cards are
provided personnel who travel.
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Calls Home: Employees on official overnight travel status are allowed to make a brief daily personal call
but they should do so using least-cost-to-the-Government methods, such as, by using available Government
telephones, Federal Calling Cards, or pre-paid calling cards. Employees may be reimbursed on travel
vouchers for daily personal calls charged to hotel rooms but these calls should not normally be made in this
manner because of their high costs.

Calls To Other than to Home: Other necessary long-distance calls may be made using Government-
provided calling cards. These are calls that must be made before employees return from travel. In most
cases, these calls would have been made from home or office phones if the employees were not in travel
status (see examples cited in first paragraph under Guidelines). -.

Calling Home using Cellular Telephones: Except in unusual circumstances, wireless services shall not be
used to telephone home, or to make calls listed in the first paragraph under "Guidelines," at Government
expense, when on official travel.

Calls from Commercial Airplanes: Calls from commercial aircraft must be approved prior to travel on the
employee's travel authorization. If specifically authorized to do so for business purposes, employees should
make domestic airborne calls using Government travel cards or Federal Calling Cards.

Cost Recovery for Unauthorized Telephone Calls and Disciplinary Action:

When telecommunications abuse occurs, there are two concurrent considerations: the recovery of DOI’s
charges and administrative costs to rectify telecommunications management program abuses; and
disciplinary action for misconduct in accordance with applicable regulations and the DOI’s Personnel
Handbook on Charges and Penalty Selection for Disciplinary and Adverse Actions.

Employees making unauthorized long distance or cellular telephone calls may be charged for the cost of the
call, rounded to the nearest dollar, plus associated administrative recovery costs if the calls are determined
to be egregious. DOI managers and supervisors should consult with their servicing-Human Resources
Office to make these determinations. Reimbursements shall be made by personal check or money order,
payable to the DOI, and forwarded to the Bureau/Office finance office for deposit. Include with any deposit
a memorandum indicating that payment is for reimbursement of personal use of telecommunications
chargeable resources and associated administrative costs, if applicable.

Disciplinary action for misconduct may be pursued, up to and including removal from office. Supervisors
should consult with their serving Human Resources Office to determine appropriate corrective action.

Federal Calling Cards/Pre-Paid Calling Cards:

Employees who frequently travel must obtain and use a Federal Calling Card to make authorized calls.
Federal Calling Cards can only be ordered by bureau/office FTS2001 ordering agents who are DOI
Designated Agency Representatives (DAR). For network security reasons, Federal Calling Cards should be
in the individual's name, and should not be shared. Typically, this precludes assigning cards by specific
office, position, or other designated title. Offices must track all Federal Calling Cards and cancel them when
employees terminate. Regaining physical-possession of the card is insufficient control. In addition to the
Federal Calling Card, pre-paid Calling Cards may also be obtained for this purpose.

If a Federal calling card is lost, stolen, or otherwise compromised, employees must promptly-report the
incident to the vendor using the toll-free number on the reverse of the card, or to the provider's toll-free
number obtained from directory assistance. In addition, the ordering DAR must be notified. Employees
will not be held liable for unauthorized calls made by unknown third parties if the lost or stolen cards are
reported promptly.
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Cellular Telephones and Wireless Telecommunications Services:

Wireless services, such as intelligent pagers, satellite phones, cellular, and Personal Communications
Systems (PCS) technology, shall be used and managed as a telecommunications service and a DOI
resource. Wireless equipment and services shall ...be ordered when there is a business need for calls to be
made or received while the employee is away from their office. Wireless technologies may also offer
affordable emergency backup telephone services. When ordering wireless services, care must be taken to
analyze all billing options to ensure the most economical billing plan is selected and based on business use
of the service. Periodically, billing plans shall be reviewed and compared to newer and usually more
economical plans. Applicable roaming charges need to be considered and factored as part of the analysis.

Employees shall be particularly diligent and -use wireless services only when required to do so for official
business or when the calls are in the interest of the Government. Employees should use non-wireless
services if they are readily-available.

Employees should not expect reimbursement when using personal wireless services for Government
business without prior approval of managers and supervisors. If an office’s employees have recurring
needs for wireless services and if cost-benefit reviews support the requirement, the office should consider
acquiring Government-owned wireless technologies that can be checked out or assigned employees on an
as-needed basis.

Collect Calls:

Employees shall not normally accept collect calls for business or personal purposes unless the caller
indicates it is an emergency call or there are other extenuating circumstances.

900 Numbers:

Employees shall not make calls at Government expense to 900 numbers. Many Government and
commercial systems block outgoing calls to 900 numbers. In instances where technical assistance is only
available using 900 numbers, DOI offices shall specify and use lines where 900 numbers have not been
blocked to place these calls.

Directory Assistance Calls:

Employees are encouraged to use telephone directories or Internet directory web sites to determine
business-related telephone numbers rather than routinely calling fee-based directory assistance operators.

International Calls:

DOl offices shall use cost-effective telecommunications services to contact locations outside the
contiguous United States and overseas. Access to international telephone services should be restricted to
only those employees who require such services as part of their official duties.

Telephones in Homes:
Government regulations generally do not allow installation of telephone services or equipment, including

data lines, in private residences at Government expense unless employees are working under approved
Flexiplace or Work-at-Home Agreements.
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Listening-In On or Recording; Telephone Calls:

Employees are prohibited from listening-in or recording telephone-conversations except under limited
circumstances. Listening-in or recording telephone conversations is permissible only in accordance with
the Departmental Manual (See 377 DM 1; 377 DM 2 (Telephone Systems Handbook, Chapter 8)) or
otherwise in accordance with law. When speaker-phones or other audio teleconference equipment are used,
all parties must be, informed of the names or number of persons listening-in.

Employment Changes:

When DOI employees leave Government service or transfer to other agencies, they must return Federal
Calling Cards, pre-paid calling Cards, wireless devices, and all other Government issued equipment.

Privacy Act:

DOl has established a Privacy Act System of Records on Telephone Call Detail Records, INTERIOR/DOI-
36. It covers telephone call detail records that specify calling and called telephone numbers, telephone
numbers identified by employee name(s) and equipment locations, including personnel and administrative
actions that result from telephone abuse. All Privacy Act procedures and safeguards must be followed in
handling telephone call detail records. Specifically, the records must be secured, and restricted to DOI
managers and personnel who have a need for the records in the performance of their duties. Managers and
personnel who handle these records must maintain a copy of INTERIOR/DOI-36 and be familiar with its
content.

Billing Reviews:

Telecommunications managers shall identify reasonable dollar thresholds, sampling methodology,
screening techniques, or some other method for determining when telecommunications bills will be
reviewed more closely. Problem indicators typically include widely varying monthly bill totals, large
numbers of non-Government calls, long or repeated calls made before and after work hours, and large
numbers of directory assistance calls. Long hold time calls (callers left on hold for-extended periods)
should also be reviewed to determine if they are transmissions that could be aggregated or redirected to
reduce costs. Managers must investigate and resolve billing irregularities which exceed established
thresholds.

Telecommunications Use and Electronic Commerce and Administrative Support Systems:
Whenever possible, DOI offices shall use electronic ordering and billing practices for procuring
telecommunications services and products, and consolidate telecommunications bills. These practices
support DOI’s electronic commerce goals and improve administrative efficiency.
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