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Subject: Security Program

Purpose: To establish the components of and responsibilities for the Bureau of
Reclamation’s Security Program.

Authority: Reclamation Act of June 17, 1902 (32 Stat. 388; 43 U.S.C. 391) and acts
amendatory thereof and supplementary thereto; Critical Infrastructure
Protection Act of 2001 (Public Law 107-56; 115 Stat. 272, 42 USC
5195c); Homeland Security Act of 2002 (Public Law 107-296; 116 Stat.
2135, 6 USC 101); Consolidated Natural Resources Act of 2008, Section
513, Bureau of Reclamation Site Security; Executive Orders 10450,
10577, 12958 as amended, and 12968; Homeland Security Presidential
Directives; Federal Information Processing Standard 201 (FIPS-201); and
Departmental Manual Parts 441 through 446.

Approving Official: Commissioner

Contact: Security, Safety, and Law Enforcement Office (SSLE), 84-45000

1. Introduction. Reclamation is responsible for the protection of an important part of the
nation’s critical infrastructure. Reclamation’s security mission is to protect the public,
employees, and water and power delivery capability against terrorism and other illegal
activities at Reclamation facilities. A successful terrorist attack or other illegal activities
could cause the disruption or failure of a critical water or hydropower facility, potentially
leading to loss of life, national economic instability, loss of mission capability, and loss of
public confidence in Reclamation’s ability to carry out its mission. A key objective of the
program is the reduction of security-related risks through a combination of preparedness,
prevention, protection, and response. This is accomplished by prioritizing critical assets,
identifying potential threats, assessing vulnerabilities and consequences, and mitigating
unacceptable risks through resource prioritization and integrated cost effective security
measures. Security measures may include facility fortification, surveillance and security
guard activities, effective security procedures, operational changes, and increased employee
and contractor awareness. Employee and contractor awareness includes addressing security
practices as normal workplace behavior, being vigilant, and reporting anything unusual to
the appropriate contacts.

2. Applicability. This Policy applies to all Reclamation employees and contractors.
3. Responsibilities. For Reclamation’s Security Program to be effective, all managers and

employees must be responsible for integrating good security business practices into all
Reclamation operations and activities.

(396) 09/29/2010 Page 1
NEW RELEASE



SLE PO1

Reclamation Manual
Policy

A. Commissioner and Deputy Commissioner. The Commissioner and Deputy
Commissioner, Policy, Administration, and Budget (PAB) have executive oversight of
Reclamation’s Security Program and provide executive-level policy and program
direction and guidance.

B. Director, SSLE. The Director, SSLE is responsible for overall development,
implementation, and management of Reclamation’s Security Program, including policy
development, risk management, mitigation implementation, budgeting, and fund
management. The Director, SSLE is responsible for ensuring that the Commissioner,
Deputy Commissioners, and the Assistant Secretary — Water and Science are notified
of any significant security-related issues, including road closures, major security
training exercises, and major changes in mission or public use. The Director, SSLE
serves as the Bureau Director for Law Enforcement, and is responsible for all duties
associated with this position as delegated by the Department. The Director, SSLE
represents Reclamation on the Department of Homeland Security Dams Sector
Government Coordinating Council.

C. Security and Law Enforcement Advisory Board (Board). The Board is responsible
for providing advice and support to the Director, SSLE in fulfilling the Director’s
responsibilities of formulating agency-wide policies regarding security and law
enforcement functions and coordinating and supporting the planning, formulation, and
execution of those functions. The Board will make recommendations and advise and
support the Director, SSLE on issues described in the Board Charter. The Board will
be comprised of the Deputy Director, SSLE (permanent member, Chair); Senior
Advisor, Hydropower (permanent member); a representative from Policy and
Administration; and a representative from each region.

D. Regional Directors and Managers. Regional directors, area managers, and facility
managers are responsible for Reclamation project facilities and will ensure that offices,
systems, and facilities are operated and maintained in accordance with applicable
security Policy, Directives and Standards, procedures, and security-related decision
documents. Regional directors and area managers are responsible for keeping the
Director, SSLE adequately informed of security issues and decisions; road restrictions,
closures, and openings; major security training exercises; requests to film movies and
commercials on Reclamation property; major changes in security guard services; major
changes in mission or public use, including changes in visitor tours; and reports of any
observed suspicious activities. Regional directors and area managers are also
responsible for ensuring that necessary actions to reduce risk are communicated to
project beneficiaries and that these entities have an opportunity to participate in the
development of risk reduction alternatives.

E. Other Reclamation Directors. Other Reclamation directors will ensure that offices,
systems, and facilities within their directorate are operated and maintained in
accordance with applicable security Policy, Directives and Standards, procedures, and
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security-related decision documents. Reclamation directors are responsible for keeping
the Director, SSLE or Chief Security Officer adequately informed of security issues
and decisions.

F. Chief Security Officer. The Chief Security Officer is the principal staff person
responsible for the formulation, coordination, management, operation, and oversight of
all components of Reclamation’s Security Program. As part of the Facility Security
component, the Chief Security Officer has oversight responsibility for all guard
activities except weapons, explosives, and ammunition, for which Reclamation’s
Special Agent-in-Charge has oversight responsibility. The Chief Security Officer is
responsible for development of security Policy, Directives and Standards, goals,
procedures, and objectives. The Chief Security Officer will ensure appropriate
outreach and coordination with other security offices and organizations such as the
Department of the Interior’s Office of Law Enforcement and Security; Department of
Homeland Security; and other Dams Sector agencies.

G. Regional Security Officers (RSOs). RSOs are responsible for the coordination,
management, and oversight of security functions within their regions, including
implementation of Reclamation Policy, Directives and Standards, risk reduction
strategies, and related decisions. RSOs are responsible for implementation of security
awareness programs throughout their respective regions. The RSOs are also
responsible for ensuring that significant changes in site factors that might affect the
facility risk rating are reported to the Chief Security Officer in a timely manner. Such
site factors may include changes in the population downstream of a dam, emerging
threat or incident information, changes in structural vulnerability, or changes in the
status of security equipment or protective measures.

H. Regional Special Agents (RSAs). RSAs are responsible for coordinating and
interfacing with other law enforcement and intelligence agencies within their respective
regions; advising management on law enforcement issues and best practices;
supporting Reclamation’s security review process by conducting and updating threat
analysis; conducting criminal investigations; and being a line of communication
between Reclamation and various prosecutorial jurisdictions.

I.  Area Office Security Coordinators (AOSC). AOSCs are responsible for the
coordination, management, and oversight of security functions within their area office,
including implementation of Reclamation Policy, Directives and Standards, and risk
reduction strategies. AOSCs are responsible for implementation of security awareness
programs throughout their respective area offices, within the framework established by
the RSO, and for ensuring that Site Security Plans are maintained and coordinated with
Emergency Action Plans, Emergency Management Program, Environmental
Management System, and other similar programs. AOSCs are responsible for ensuring
that tour guides and visitor center personnel receive initial and biennial training in
security awareness and tourism security and safety. AOSCs are also responsible for
promptly reporting security issues and ensuring that significant changes in site factors
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that might affect the facility risk rating are reported to the RSO in a timely manner. In
an area office that has a National Critical Infrastructure (NCI) facility, the NCI Security
Officer serves as the AOSC.

J.  Security Work Group. The Security Work Group is responsible for deliberating and
making recommendations to the Chief Security Officer regarding Reclamation-wide
security issues; the security budget; and the prioritization of program activities
including fortification, security awareness activities, security issue evaluations, security
corrective action studies, and other studies and mitigation work. The Security Work
Group will be chaired by the Deputy Security Officer and comprised of the RSOs or an
alternate representative if designated by the regional director. Support and assistance
will be provided to the Security Work Group by SSLE and regional budget analysts,
study managers, program analysts, and physical security specialists, as needed.

K. Employees and Contractors. All employees and contractors are responsible for
integrating good security practices and procedures into all operations and activities;
complying with all facility security measures and procedures; protecting sensitive
information; practicing security awareness; promptly reporting security issues and all
observed suspicious activities and incidents; and monitoring and reporting changes that
are needed in security posture based on changing project operations and conditions.

4. Definitions. None

5. Program Components. Reclamation will maintain a risk-based Security Program
consisting of the following major components:

A. Personnel Security and Suitability. Personnel security and suitability provides a
basis for determining a person’s suitability for Federal employment or work under a
Federal contract, and where applicable, for determining whether a person is suitable to
be placed in a Public Trust position, granted a National Security clearance, and/or
issued a Personal Identity Verification Card.

B. Information Security. Information security deals with the identification and
safeguarding of National Security (classified) information; North American Electric
Reliability Corporation Cyber Critical Infrastructure Protection information; and
sensitive, but unclassified, For Official Use Only information.

C. Facility Security. Facility security is concerned with the physical, technical, and
procedural systems for protecting Reclamation’s buildings and physical infrastructure,
including guard functions. This includes the Security Risk Assessment process;
supporting studies and development; evaluation and design of physical security
measures based on security risks; and implementation of physical security measures,
plans, and procedures.
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D. Security Awareness. This program component promotes the continual awareness of
Reclamation employees, contractors, and partners to potential security threats, the need
for reporting suspicious activities, and other security-related information. This
program component also provides information on operations security, which is an
analytical process used to deny adversaries information concerning an agency’s
procedures and capabilities that could be useful in planning an attack.

E. Related Program Areas. In addition to the four major components listed above, there
are three program areas that are closely related to the Security Program, but are not
directly managed as part of the program and are not included in this Policy. These
include the Law Enforcement, Emergency Management, and Information Technology
(IT)/Cyber Security programs. In addition, program activities are closely coordinated
with Dam Safety activities.

6. General.

A. Decision Making. The decision making process and signatory approval levels are
included in the Reclamation Manual Directive and Standard Facility Security (SLE 03-
02).

B. Operating Entities. Where Reclamation has transferred the operation and
maintenance of facilities to an operating entity, Reclamation will work closely with the
operating entity on security-related activities such as security risk assessments,
development of site security plans, exercising and testing of security plans and
equipment, protection of sensitive information, and reporting of incidents. Decisions
requiring action to reduce risk will be shared with operating entities in a timely fashion.

C. Directives, Standards, and Guidelines. Directives and Standards for personnel
security, information security, facility security, reimbursability of security costs, and
related program areas are found in the Security and Law Enforcement section of the
Reclamation Manual (http://www.usbr.gov/recman/DandS.html#sle). Additional
discretionary guidelines and information, such as the Security Risk Assessment
Guidelines, Training Program for Reclamation’s Security Professionals, and
information on Security Awareness, are available from the RSOs or the Security Office
(84-45000).
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